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Federal Acquisition Regulation (FAR) and DFARS
Small Business contracts contains many FARS and DFARS, some are listed some are referenced 
and you have to look them up.  These are not all, but some key security requirements.  

What is a DFARS?  The Defense Federal Acquisition Regulation Supplement (DFARS) contains 
requirements of law, DoD-wide policies, delegations of FAR authorities, deviations 
from FAR requirements, and policies/procedures that have a significant effect on the public.

DFARS Clause
252.204-7012, 
Safeguarding Covered 
Defense Information 
and Cyber Incident 
Reporting

DFARS Clause 
252.204-7021
Cybersecurity 
Maturity Model 
Certification 
Requirement

DFARS Clause 
252.204-7019
NIST SP 800-171               
DoD Assessment 
Requirements. 

DFARS Clause 
252.239-7010 
Cloud Computing 
Services 

FAR Clause 
252.204-21 
Basic Safeguarding 
of Covered 
Contractor 
Information Systems

DFARS  Clause 
252.204-7008 
Compliance with 
safeguarding 
covered defense 
information controls
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DFARS Clause 252.204-7012, 
Safeguarding Covered Defense Information and Cyber Incident Reporting

Report cyber incidents 

Submit malicious software 

Facilitate damage assessment 

Safeguard covered defense information 
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Cyber Incident Reporting and Resources

https://dibnet.dod.mil/portal/intranet/
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https://www.dc3.mil/Organizations/DIB-Cybersecurity/DIB-Cybersecurity-DCISE/
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https://www.dc3.mil/Organizations/DIB-Cybersecurity/DCISE-Slick-Sheets/
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CISA – Cybersecurity & Infrastructure Security Agency

www.CISA.gov/cybersecurity
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CISA – Cybersecurity & Infrastructure Security Agency

www.CISA.gov/resources/smb
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www.CISA.gov/cybersecurity
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StopRansomware.gov
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www.csrc.nist.gov
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Center for Internet Security - CIS

www.cisecurity.org/controls
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NIST Small Business Cybersecurity

www.nist.gov/smallbusinesscyber
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NIST Small Business Cybersecurity
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DIB CyberAssist   www.ndisac.org
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FBI Internet Crime Complaint Center - IC3

www.ic3.gov
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Small Business Administration

www.sba.gov/events
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StopThinkConnect.org Cybersecurity Training
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Small Business Administration   

www.sba.gov/local-assistance/find
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www.staysafeonline.org/events
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www.staysafeonline.org/events
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References
• DIBNET:  www.dibnet.dod.mil

• DCISE:  https://www.dc3.mil/Organizations/DIB-Cybersecurity/DIB-Cybersecurity-DCISE/

• DOD Cyber Crime Center:  https://www.dc3.mil/Portals/100/Documents/DC3/Resources/Trifolds/DC3-Trifold-
Final_26Apr21.pdf?ver=rt-N9XYyQMNv4lagCc-4rQ%3d%3d

• CISA:  www.CISA.gov/cybersecurity

• STOPRANSOMEWARE.GOV

• NIST:  www.csrc.nist.gov or www.nist.gov/smallbusinesscyber

• Center for Internet Security:  www.cisecurity.org/controls

• DIB CyberAssist:   www.ndisac.org

• FBI:  www.ic3.gov

• SBA Events:  www.sba.gov/events
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Any Questions?
 This briefing is not a substitute for reading the FARs and DFARS in your contract.

 This presentation and other presentations in the DAF CISO Blue Cyber 
Educational Series and be found on the DAF CISO  webpage:
www.safcn.af.mil/CISO/Small-Business-Cybersecurity-Information/

Select Quick Link:  Small Business Cybersecurity Information

 Please provide questions, feedback or if you just want to talk about your cyber 
security /data protection questions to www.safcn.af.mil/Contact-Us/
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DAF CISO webpage
www.safcn.af.mil/CISO/
Small-Business-
Cybersecurity-Information/

Distribution Statement A: Approved for public release. Distribution is unlimited. Case Number: AFRL-2021-3217, 22 September 2021.


	Slide Number 1
	Federal Acquisition Regulation (FAR) and DFARS
	Slide Number 3
	Cyber Incident Reporting and Resources
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	CISA – Cybersecurity & Infrastructure Security Agency
	CISA – Cybersecurity & Infrastructure Security Agency
	Slide Number 11
	StopRansomware.gov
	www.csrc.nist.gov
	Center for Internet Security - CIS
	NIST Small Business Cybersecurity
	NIST Small Business Cybersecurity
	DIB CyberAssist   www.ndisac.org
	FBI Internet Crime Complaint Center -  IC3
	Small Business Administration
	StopThinkConnect.org Cybersecurity Training
	Small Business Administration   
	www.staysafeonline.org/events
	www.staysafeonline.org/events
	References
	Any Questions?
	DAF CISO webpage��www.safcn.af.mil/ciso/��Select Quick Link:� Small Business Cybersecurity Information



